
 
 
Not your regular search engine!  
 GOOGLE:  
 MANAGING INFORMATION RISK 
 
 By Micho Schumann, Senior Manager, IT Advisory, KPMG  
Many people have never heard about it, but Google hacking is a very well known tech-
nique in the world of corporate espionage and computer hacking. 
  Every organisation should be aware of this technique in order to make sure that their 
sensitive information is not leaked out to the Internet. 
  To understand Google hacking, a quick overview of Google is relevant. 
  Google is the most popular search engine in the world. According to some estimates, 
over 9 billion web sites are listed in its massive database. Millions of Internet users search 
with Google daily as their first point of reference. 
  Google works by automatically visiting every website it can find and either copies or 
indexes all the data it locates, whether the owner of the web sites like it or not. Once the 
data is in the database, Google users can search and find what they are looking for.  
 What is Google hacking?  
  It is a technique using Google in a way that differs from its intended use. 
  Hackers use using Google to filter through large amounts of search results to gain 
access to sensitive information. In order to filter the search results, they use specific query 
words that have special meaning to Google called advanced operators. 
  For example, a regular Google search for the words credit card numbers will generate 
approximately 73 million results with any of those three words: not very useful for a 
hacker! 
  The hacker has no intention of visiting all of these web sites to find credit card numbers. 
Therefore, the hacker will refine his search parameters using advanced operators. In this 
example, one of the advanced operators would limit the search results to spreadsheets, 
thus eliminating all irrelevant results and giving the hacker an excellent starting point in 
his quest for credit card numbers. 
  We tested the preceding credit card scenario to prepare for this article. By specifying an 
advanced operator in a Google search for credit card numbers in Excel spreadsheets, we 
identified over 1,700 files that contained the words credit card number. 
  The same search for Word files yields even more results! Some of these files most 
probably contained real credit card numbers. 
  Other Google queries will easily find password files, emails and confidential documents; 
the sky is the limit! 
  As it is relatively new, the legal ramifications of Google hacking are unclear since the 
user is simply accessing Google’s public database. However, what is done with the 
information that is found ( for example the credit card numbers) could certainly get the 
individual into a lot of trouble. 
  The bottom line is: Google’s powerful crawling tools will copy the data from your web 
server and include it in its database, making it available to every Google user. As a result, 
organisations must be very careful with what they put on their web server. 
  Note that the term web server and not web site is used. The distinction is important. All 
the available information on a web server (which is the computer on which the web site is 
located) is copied by Google, not only the information that the company displays on its 
website. 
  Therefore, a web server should only contain data that is in the public domain. Sensitive 
and non- public data should reside on the corporate network, behind a firewall and 
adequately protected. Anything else is only a Google search away from hackers. 
  I invite readers to contact me with any information or security related questions. I will 
also be happy to meet with organisations that have IT security concerns and who wish to 
discuss them in a confidential manner. Email at michoschumann@kpmg.ky or telephone on 
949 4800. 
  The views and opinions are those of the author and do not necessarily represent the 
views and opinions of KPMG. All information provided is of a general nature and is not 
intended to address the circumstances of any particular individual or entity. 
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